T he Internet of Things (IoT) is one of the most promising technologies of the fifth-generation (5G) mobile broadband system. Data-driven wireless services of 5G systems require unprecedented capacity and availability. In this article, we introduce the potential issues of consumer devices under a unifying 5G framework. We provide a state-of-theart overview with an emphasis on the technical challenges of applying millimeter-wave (mm-wave) technology to support massive IoT ap plications. Our discussion highlights the challenges and solutions, particularly for communication/ computation requirements in consumer devices under the mmwave 5G framework.
mm-WAVE-ENABLED IoT SYSTEMS
In this section, we briefly discuss the high-level requirements and challenges for three different service categories of 5G systems.
eMBB
Following the ITU's International Mobile Telecommunications 2020 Vision [1] , the need to deliver gigabit mobile broadband, otherwise known as eMBB, is one of three distinct 5G use cases. It aims to deliver up to 10-Gb/s peak throughput, 1-Gb/s throughput in high-mobility, and up to 10,000 times total network traffic. Recent mm-wave studies have demonstrated that these high data rates are possible [2] . The much-discussed mm-wave technology and massive multiple-input, multiple-output is expected to play a critical role in achieving this ambitious target. To accomplish this increase in capacity over the current fourth-generation system, 5G New Radio offers fiber-like speeds with uniform experience for both download and upload, even in challenging environments or at the cell edge. However, mm-wave The much-discussed mm-wave technology and massive multipleinput, multiple-output is expected to play a critical role in achieving this ambitious target.
cellular comes with challenges that need to be addressed to achieve the desired target. We focus on two critical areas, such as user mobility scenarios and the resources necessary for communication/computation.
To fully realize the vehicular mm-wave system and provide vehicular mobility requires lower latency and light network congestion to process the data streams and user requests in near real time. This has created the need to bring computing capability and services to the network edges [3] . As a result, combining edge computing with the cloud will allow the mm-wave 5G ecosystem to realize eMBB services and beyond. Edge computing has the ability to assemble and analyze the equipment responsible for communication and resource allocation. Numerous prospective challenges in accomplishing the mm-wave broadband are examined and discussed in [2] ; solutions for some of these issues were also investigated. For example, to reduce the outage probability during user mobility and maintain uninterrupted service continuity in the mm-wave platform, in [4] , Yao et al. propose a joint scheduling-and power-allocation framework for 5G networks. To achieve this goal, the control signaling and efficient allocation of communication/computation resources are the key enablers.
In [5] , the 5G-MiEdge-mm-wave Edge architecture, which combines mm-wave access/backhauling with mobile-edge computing, provides eMBB services with the efficient allocation of communication/computation resources. As shown in Figure 2 , a hybrid architecture example permits gigabit eMBB services in mm-wave networks. The centralized communication and storage cloud can be moved to the edge access points to provide flexible management of radio signaling and computing [6] . Computation offloading is a key strategy to move the computation burden from resource-hungry mobile devices to more powerful fixed servers. Computation offloading and edge servers will greatly benefit both the mm-wave radio access and backhaul. In this hybrid architecture, the gigabit eMBB application data processing can be performed on the edge cloud to reduce computation, and integrated access/backhauling can provide coordinated and communication-intensive cooperation. In a similar comparison, the MiEdge has shown how a joint allocation of communication and computation resources can provide considerable advantages with respect to disjoint strategies.
The mm-wave technology uses steerable and directive beams to improves its capability and efficiency. Unfortunately, however, the mm-wave devices suffer from three major hurdles to overcome, such as huge energy consumption during massive data transmission, interference from the neighboring mm-wave transmitter due to high density, and multilink communications. Thus, providing true gigabit experiences poses a challenge that can be met by applying successive interference management schemes; however, this requires additional complexity. Fully exploiting mm-waves to realize eMBB and beyond requires significant changes at multiple layers of the protocol stack, which are necessary to reach the phenomenal objective.
uRLLC
The mm-wave, 5G-supported IoT systems also aim to deliver critical information with high reliability, which can be defined as a very low rate of lost packets. These applications include the requirements of high reliability and low latency for delivering data (not necessarily with high throughput), thereby forming the concept of uRLLC [7] . For example, remote access includes natural disasters, health care, military communications, industrial communications, as well as automotive applications, all of which require high precision. For these applications, reliability is a critical factor for guaranteed end-to-end (E2E) throughput. However, the very low latency can be a varying requirement ranging from below 1 ms E2E to multiple seconds. On the other hand, reliability could be important for an application that deals with sensitive data. For example, reliability is the most important factor Edge computing has the ability to assemble and analyze the equipment responsible for communication and resource allocation.
when dealing with medical data in real time because the applications' success rate relies on the transmission guarantee within a bounded latency limit. To achieve this, mm-wave 5G designs for IoT systems should be flexible enough to address a variety of uRLLC services for different latency and reliability requirements.
While the mm-wave bands have been recognized as a promising technology candidate to support massive peak data rates for providing E2E services, realizing ultra-low latency while maintaining service reliability poses significant challenges for system design. The mm-wave wireless links are considered highly unreliable because of their unfavorable propagation characteristics, which cause their transmitting beams to be obstructed very easily. It can therefore negatively impact the mm-wave's transmission reliability and latency. We focus on two critical areas, e.g., core network design and mobility management as a remedy to this problem.
For achieving uRLLC in 5G mm-wave cellular networks, we need to revisit the legacy cellular network design from the core itself. The E2E services in cellular networks suffer delay primarily from the packet routing via the core network. To reduce this E2E delay, the core network function needs to be moved closer to the edge devices. Bringing computing capability to the edge of the network may meet the needs of uRLLC applications. As a result, the efficient utilization of processing resources to meet the communications and computing requirements becomes an issue worthy of discussion. In addition, integrated access and backhaul simplify the deployment of small cells, which require fully flexible resource allocation between the radio access and backhaul.
One of the major diminishing factors of mm-wave communications is an unreliable channel, which depends on the intensity of physical blocking; therefore, the most effective strategy used for counteracting blocking is to enable multilink communications via multiple radio access links. By using this approach, the user can transmit/receive toward/from multiple radio access points, also known as transmission reception point (TRP) or multi-TRP, depending on their status. Here, inspired by [8] , we provide an example multi-TRP transmission during user mobility, as shown in Figure 3 . In a similar scenario, [4] proposed an integrated framework to reduce outage probability while maintaining seamless service continuity by serving user equipment (UE) with multiplebeam capability simultaneously.
In mm-wave high-mobility scenarios as well as ultradense deployments, it is highly likely that UE will undergo frequent handovers that impact both the reliability and latency requirements because of handover interruption time and possible radio link failure (RLF). It is important to ensure that the user's connectivity is always on to allow for seamless handover. One way to achieve this is to make certain that the UE is served by at least one TRP at all times with strong received power. However, it is insufficient to only provide the connectivity; it is crucial that the required application data are available at the target TRP before a handover is initiated. For example, integrating edge cloud with the radio access points could be one potential solution, as shown in Figure 2 . To satisfy ultra-high reliability and guard against potential RLFs, it may be necessary to use redundant links on the radio access and throughout the network infrastructure. In this case, for downlink (DL) and uplink (UL) transmission, data are available at multiple TRPs for communication with the UE.
mMTC
Traditionally, the cellular networks or short-range networks (e.g., wireless local area networks) have been designed to support a small number of devices with wide coverage and mobility. mMTC is the basis for connectivity in the IoT and allows for infrastructure management, environmental monitoring, and healthcare applications, such as 1) smartphone applications for healthcare integration with fitness devices; 2) vehicular technology; 3) mobile network integration with roadside units, and 4) smart/green building integration.
Nonserving TRP Serving TRP Computation offloading is a key strategy to move the computation burden from resource-hungry mobile devices to more powerful fixed servers.
As the number of IoT devices increases exponentially, the diversity of communication patterns is more visible, which will change the communication and computing dynamics of the system design. In this scenario, and among these massive number of devices, not all devices will be in an active mode all the time. For a device to be connected to the network, it will largely depend on the application or service type the device uses. Hence, a large number of devices will be in different mode, e.g., idle mode, transmit mode, and receive mode. The main problem with the current cellular network design is its lack of flexibility and inefficient connectivity of massive numbers of devices sending varying packet sizes (e.g., very short packets, long packet, burst packets); this has not been adequately accomplished in cellular systems designed for human-type communications. These mMTC challenges are due to the massive number of uncoordinated connections necessary for UL/DL communication. As with massive, heterogeneous device-centric networks, UE with diverse transmission patterns will be connected to the network with different access mechanisms on the same carrier or on different carriers. To ensure a smooth communication transition between these wide-ranging devices, the framework should include both coordinated and uncoordinated transmission schemes. Since the inception of the cellular network, it has been designed for voice services or uniform services, assuming synchronous UL and DL requirements; however, these assumptions do not hold today.
To support a massive number of devices that have diverse communication patterns and requirements, aggressive technologies that break the barrier of mm-wave transmission must be investigated.
SYSTEM EVALUATION
We demonstrate the performance of the multi-TRP mm-wave framework that supports both uRLLC and eMBB applications by conducting experiments through simulations. An illustration of the proposed network model is shown in Figure 3 . The network consists of serving TRPs and nonserving TRPs, as a UE is moves through the edge of multiple cells. The UE can receive transmissions from several TRPs, at which point, UE receives the signal strength above a threshold. This simultaneous reception can be achieved by proper beamforming at the UE side to mitigate interference. The number of simultaneous reception links depends on the number of UE antenna panels and the number of radio-frequency chains in UEs. Figure 3 illustrates three cells with a user performing a handover while moving with varying vehicular speed. In this example, multiple cells provide redundant DL connectivity to the user. The redundant links help the user to maintain the service connectivity while meeting service requirements. Figure 4 illustrates the simulation result of the average rate-of-reception failure in which the UE is served by multiple TRPs (e.g., two in this sample study) simultaneously. The simulation result demonstrates that the multi-TRP transmission framework always performs better than the single TRP. The results suggest that redundant transmission toward the UE can improve the transmission-reception failure rate, i.e., reliability. Further computing capability at the TRPs could help improve the latency by reducing the round-trip time. Additionally, if a larger number of TRPs are considered to serve the UE, the average rate of reception failure, in multi-TRP transmission, will be reduced further. The multi-TRP mm-wave framework also produces several interesting research directions worthy of further study.
SUMMARY AND DISCUSSION
The mm-wave band has proposed a new generation of wide-area cellular networks to support massive IoT applications of the future. However, it will require significant changes at multiple layers of the protocol stack to reach this lofty goal. In this article, we introduced the high-level requirements of three 5G use cases. In this section, we examine the potential issues impacting mm-waves in consumer devices under the 5G framework for facilitating massive IoT services of the future. ▼ Short range: There are several mechanisms by which consumers' end devices can access the IoT ecosystem; however, we specifically focus on where the short-range wireless technologies are used. One of the most prominent access technologies for the IoT is 60-GHz Wi-Fi. The existing mm-wave standards fail to fully exploit the potential advantages of short-range mm-wave technology because they are designed to support a limited number devices that have fixed wireless access. There is a need to redefine the mMTC is the basis for connectivity in the IoT and allows for infrastructure management, environmental monitoring, and healthcare applications.
whole design framework to address IoT-specific concerns, such as collision-aware hybrid resource-allocation frameworks with on-demand control messages, the advantages of a collision notification message, and the potential of multihop communication to provide reliable mmwave connections. ▼ Access technology: 5G is composed of both low-frequency (e.g., long-term evolution) and ultra-high-frequency (e.g., mm-wave) band devices. These two carriers, each with different physical characteristics, support different access mechanisms. These different carriers lead to different multiplexing schemes or channel access mechanisms; therefore, 5G should ensure the coexistence of multiple standards. In the case of preempted scheduling, a service over long-term evolution in DL wherein the resources of it may sometime overlap with the resources of ongoing/ scheduled transmission of mm-wave-supported services. This resource overlapping may cause serious performance degradation in the incumbent mm-wave systems as well as in the LTE systems. Thus, a mechanism to avoid this serious performance degradation should be considered while different access technology coexists. ▼ Mobility: The task of mobilizing mm-wave is difficult because of its high path loss and susceptibility to blockage. As previously discussed, the smart beamforming and beamtracking is crucial for increasing coverage and minimizing interference to facilitate mm-wave opportunities for mobile scenarios. With both LOS and NLOS coverage, a diverse mobility pattern or scenario such as indoor mobility, outdoor mobility, and eNodeB handover, are apparent. To drive mm-wave to support in-mobility scenarios, intelligent beamsearch and tracking algorithms are essential for coordinated scheduling and interference management. Seamless mobility across different access technologies is another issue worth discussing. ▼ Other: Aside from the aforementioned potential problems, mm-wave-supported IoT may encounter many other problems as well. For instance, enabling mm-wave directional communications requires highly complex antenna-processing functions and computation capability to perform directional reference signaling and scheduling. Since handheld devices require high battery-powered consumption, UE power-saving designs would be one of the most important improvements for 5G networks to implement. Recently, interest in the coexistence of multiple technologies such as Wi-Fi and LTE have emerged, however, the scope of this article does not include whether LTE/Wi-Fi are likely to become a major point of discussion in the 5G ecosystem. The unifying 5G mm-wave framework to support massive IoT applications produces several promising research directions. These previously mentioned potential issues are important future research directions.
